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GENERAL

The Single Channel Ground and Airborne Radio System (SINCGARS) is a new family of frequency modulated (FM) Combat Net Radios (CNR).  In addition to the protection from interception and deception provided by the VINSON COMSEC equipment, these radios are capable of Frequency Hopping (FH), which further protects communications by constantly changing frequencies (hopping).  This package is designed to train soldiers of all branches requiring knowledge of SINCGARS NON-ICOM frequency hopping operation. It is recommended that you complete Subcourse SS0754, SINCGARS NON-ICOM secure Single Channel Operation.
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OPERATE SINCGARS NON-ICOM FREQUENCY HOPPING

Lesson 1: OPERATE SINCGARS NON-ICOM FH (NET MEMBER)

TASK: Prepare and operate SINCGARS NON-ICOM FH (Net member)

CONDITIONS:

1.
PERFORMANCE: Given an installed SINCGARS radio set, KY-57, KYK-13 w/TEK, extract of unit SOI, extracts of TM 11-5820-890-10-3, TM 11-5810-256-10 and TM 11-5810-256-OP-2, pencil, grease pencil, DA Form 2404, and a qualified SOJT monitor operating a SINCGARS radio set as the NCS.

2.
PERFORMANCE ORIENTED: Given Lesson 1 materials without supervision.

STANDARDS:

1.
PERFORMANCE: Correctly prepare and operate the SINCGARS radio set as a net member in the frequency hopping mode IAW performance measures 1 through 14 within one out of two attempts and within 30 minutes.

2.
PERFORMANCE ORIENTED: Demonstrate competency of the task skills and knowledge by correctly responding to 75 percent of the multiple choice practice exercise test items covering preparation and operation of SINCGARS NON-ICOM as a net member in the FH mode.

Lesson 2: OPERATE SINCGARS NON-ICOM FH (NCS)

TASK: Operate SINCGARS NON-ICOM FH (NCS)

CONDITIONS:

1.
PERFORMANCE: Given an installed SINCGARS radio set, KY-57, KYK-13 w/TEK, MX-10579 w/TSK and HOPSET, extracts of unit SOI, extracts of TM 11-5820-890-10-3, TM 11-5810-256-OP-2, and TM 11-5810-256-10, pencil, grease pencil, Julian date, time, DA Form 2404 and a qualified SOJT monitor operating a SINCGARS radio set as a net member.

2.
PERFORMANCE ORIENTED: Given Lesson 2 material without supervision.
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OPERATE SINCGARS NON-ICOM FREQUENCY HOPPING (cont)

STANDARDS:

1.
PERFORMANCE: Prepare and operate a SINCGARS NON-ICOM radio set as an NCS IAW performance measures 1 through 13 without error within one out of two attempts and within 30 minutes.

2.
PERFORMANCE ORIENTED: Demonstrate competency of the task skills and knowledge by correctly responding to 75 percent of the multiple choice practice exercise test items covering Prepare and Operate a SINCGARS NON-ICOM as an NCS.

iii
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ADMINISTRATIVE INSTRUCTIONS

SUBCOURSE CONTENT

This subcourse contains two lessons related to SINCGARS NON-ICOM frequency hopping operation.  An introduction presents an overview of the subject and the lessons explain how to perform frequency hopping operation with a SINCGARS NON-ICOM radio set.

Supplementary requirements:  None.

Prerequisite:  SS0754A, SINCGARS NON-ICOM Single Channel Operation

Materials Needed:  Are listed in equipment and materials required.

Supervisory assistance:  Is required to perform the hands-on practice exercises and the End-of-Subcourse Performance Test.

References:  TM 11-5810-256-10, TM 11-5810-256-OP-2 and TM 11-5820-890-10-3.

GRADING AND CERTIFICATION INSTRUCTIONS

INSTRUCTION TO THE STUDENT

This subcourse has a performance-based, performance-based, performance oriented, multiple choice examination converting the lessons.  You must score a minimum of 75 percent on this test to meet the objectives of the subcourse.  You must also complete the hands-on performance test without error.

Thirteen credit hours will be award for the successful completion of this subcourse.

v

INTRODUCTION

SINCGARS NON-ICOM when operated in the SC mode is afforded protection from interception and deception by VINSON COMSEC equipment, it is however susceptible to jamming.  When it is operated in the Frequency Hopping (FH) mode it is capable of providing protection from jamming by constantly changing frequencies.  Since frequency spacing on SINCGARS radio sets is 25 KHz, and the frequency range is 30.000 to 87.975 there are 2320 frequencies available for the radio to hop on.  It can be programmed to hop on a single frequency or any number of the 2320 available.  SINCGARS radio sets hop over 100 times a second.  The hopping sequence is controlled by the Transmission Security Key (TRANSEC or TSK).  As with the VINSON TEK all stations in the net must be using the same TSK to communicate.  Remember this subcourse addresses SINCGARS NON-ICOM only.

vi

EQUIPMENT AND MATERIALS REQUIRED

1.
SINCGARS NON-ICOM radio set, complete.

2.
MX-10579 w/TSK and Hopset.

3.
TSEC/KY-57.

4.
KYK-13/TSEC w/TEK.

5.
Fill cable.

6.
Extracts of unit SOI.

7.
Extracts of TM 11-5820-890-10-3.

8.
Extracts of TM 11-5810-255-OP-2.

9.
Extracts of TM 11-5810-256-10.

10.
Pencil.

11.
Paper.

12.
DA Form 2404.

13.
Installed and operational secure FH radio set w/operator to act as a distant station.
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REFERENCE INFORMATION

ABBREVIATIONS

COMSEC
Communications security

ECCM
Electronic Counter Counter Measures

ERF
ECCM Remote Fill

FH
Frequency Hopping

FM
Frequency Modulation

HI
High

LO
Low

M
Medium

NCS
Net Control Station

NET ID
Net Identification

NM
Net Member

SOI
Signal Operating Instructions

SOP
Standing Operating Procedures

TEK
Traffic Encrypting Key

TRANSEC
Transmission Security Key

TSK
Transmission Security Key

NOMENCLATURES/DESCRIPTION

KY-57
Communications security equipment TSEC/KY-57

KYK-13
VINSON storage and transfer device

MX-10579
SINCGARS storage and transfer device

RT-1439
Receiver/transmitter RT-1439/VRC

viii

GLOSSARY

TERM
DEFINITION

Battery life
Period of time a battery is expected to provide useful power.

Built-in-test
Self test run by the RT.

Channel
Storage area for frequencies or hopsets.

CUE
A method used by a station, not in the net, to contact an NCS which is hopping.

Cue frequency
A single frequency used by a station to CUE .

ECCM remote fill
A method used by the NCS to transmit (ERF) FH data to the net members.

Fill

Data entered in equipment memory.

Frequency hopping
Constantly changing frequencies.

Holding memory
Working memory, where data is manipulated.

Hopset
A list of frequencies for the radio set to hop on.

Jamming
Intentional interference.

Loading
Putting data into the equipment memory.

Manual frequency
A single frequency used by the NCS to conduct ERF procedures.

Net Control Station
The station that directs the operation of the net.

Net ID
The identification number assigned to the hopset.

Net Member
A subordinate station in the net.

Sidetone
Audio you hear in your handset.

Squelch
An RT circuit which eliminates unwanted noise when no signal is being received.

ix

GLOSSARY (cont)

TRANSEC
The random code which tells the radio set the hop sequence.

Zeroize
Erase data from memory.
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Lithium organic batteries or cells can be used in this
equipment. They are potentially hazardous if misused
or tampered with before, during or after discharge.
The following precautions must be strictly observed
to prevent possible injury to personnel or equipment
damage:

DO NOT heat, incinerate, crush, puncture dis-
assemble or otherwise mutilate the batteries.

DO NOT shortcircuit, recharge or bypass in-
ternal fuse.

DO NOT store in equipment during long periods
of non-use in excess of 30 days.

TURN OFF the equipment immediately if you
detect battery compartment becoming unduly hot,
hear battery celis venting (hissing sound) or smell
irritating sulphur dioxide gas. Remove and dispose
of battery only after it is coo! {30-60 minutes).
Under excessive heat, mercury batteries {(BA-1372/U)
are likely to explode and spread mercury contamina-
tion. Sufficient heat to cause explosion may be
generated by accidental shorting or by incineration.
Care should be exercised in using mercury batteries
to prevent accidental shorting. Mercury batteries
shall be disposed of as specified in current operating
procedures.





LITHIUM BATTERIES
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RF ENERGY IS PRESENT NEAR THE ANTENNA DURING TRANSMISSION. MAINTAIN
AT LEAST 30 INCHES BETWEEN VEHICULAR ANTENNA AND PERSONNEL DURING

TRANSMISSIONS.

WARNING

HIGH VOLTAGE

EXISTS AT CONNECTOR J1 ON VEHICULAR MOUNTING ADAPTER. AVOID
PERSONNEL INJURY; BE SURE J1 IS COVERED OR CAPPED WHEN NOT IN USE.

WARNING

Death or serious injuries can result:
® When antenna tip caps are not installed on antennas.

e When an antenna which is not tied down hits a fixed object such as an
overhead bridge, tree limb, etc.; flying antenna parts might strike nearby

personnei.





ELECTRICAL SHOCK
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Figure 1.  Front panel RT-1439/VRC.
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Figure 2.  ECCM fill device MX-10579.
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[image: image6.png]BATTERY PHYSICAL CONDITION {manpack, vehicular dismount)
m Equipment not
Bn PROCEDURE ready/available
if:
. Refer to warning pages In the front of this
manual.
. Visually inspect battery often.

. Replacs battery If you smell an irritating gas, | You smell irritat-
or hear a hissing or burping sound. ing gas, or hear
hissing or burp-

ing sound.

. Touch battery compartment. If it feels hot, | Battery compart
aliow it to cool for at least one hour; then ment fesls hot.
replace battery.

BATTERY ELECTRICAL CONDITION {manpack, vehicular dismount)
Equipment not
E PROCEDURE

ready/available
if:

. Set the battery life condition if you have a
used battery, or have brought the rt function

cut of (see page 2-67).
. Set FCTN to SQ ON.

. Press BATT/CALL and read the displayed
useful life condition.

Display shows 12
or higher.

. It display showed 12 or higher in step ¢; re-
place battery (see page 2-13).

. Check and log battery life condition if you
are going to set FCTN to@ after com-
pletion of PMCS (see page 2-67).





Figure 3.  PMCS chart.
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[image: image7.png]RECEIVER-TRANSMITTER SELF-TEST
Equipment not
nn PROCEDURE ready/available
if:

CAUTION

Vehicular radio operators must not start the
vehicle engine while rt is turned on.

Mounting adapter
power light is
not on.

. Vehicular: Turn CB1 of mounting adapter
to ON.

. Vehicuiar: Turn lamp 1ens full left
{counterciockwise).

. Set FCTN TO SQ ON.

o

Display does not
light.

. Set CHAN to MAN.

Set DATA to OFF,
if using KY-57, turn it OFF.

. Set VOL to midrange.

. Set FCTN to TST.

Walich as dispilays cycle in the following
sequence:

e ECCM (E) and data module (d)

check.

SIG e SiG display marker must light at
5 all positions up through 9.
e If SIG display does not drop back
to 0 after FCTN is brought out of
TST, get unit maintenance to
check radio.
e Five 8's and a short noise burst
88888 followed by about eight clicks
must be heard. if an E was seen.
a beep will be heard after the
clicks.
Aushing noise must be heard.

Display is
incorrect.
Marker does not
fight.

Marker iocks on
position 9.

A portion of any
8 is not iit.

Clicks not heard.
Beep not heard.

Rushing noise
not heard.
Display does not
show “Good”.
Display does not
show “Good”.

Display must show "Good”.

o If rt display shows “FAIL1", dis-
connect antenna. and repeat self
test. If FAIL message remains
on display. get unit maintenance

to check radio.





Figure 3.  PMCS chart (cont.).
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. Set RF to LO.
. Set FCTN to SQ ON.
. Set MODE to SC.

. Kay rt (using handset or intercom) while
watching SIG display.

MOUNTING ADAPTER AND MOUNTING BASE (vehicular and vehicular
dismount radios)

m Equipment not
nn PROCEDURE ready/available
if:

. Make sure cables are connected correctly
{see pages 2-19, 2-20).

. Set MODE to SC.

. Make sure audio device (handset, headset,
loudspeaker, intercom) is correctly con-
nected to mounting adapter (see page
2-19).

. Set FCTN to SQ OFF.

. Note noise level in audio device.

Set FCTN to SQ ON.

Note noise level in audio device. Level must] Noisa level does
be lower than noted in step e. not decrease.





Figure 3.  PMCS chart (cont.).
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Figure 4.  Julian date calendar.
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Figure 4.  Julian date calendar (cont.).
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LESSON 1: PREPARE/OPERATE SINCGARS NON-ICOM FREQUENCY HOPPING (NET MEMBER)

TASK:
Prepare and Operate SINCGARS NON-ICOM FH (Net member).

CONDITIONS:

1.
PERFORMANCE.  Given an installed SINCGARS NON-ICOM w/KY-57, MX-10579 w/TSK, KYK-13 w/TEK, extracts of unit SOI, extracts of TM 11-5820-890-10-3, TM 11-5810-256-OP-2, and TM 11-5810-256-10, pencil, DA Form 2404 grease pencil and a qualified SOJT monitor.

2.
PERFORMANCE-ORIENTED.  Given lesson materials, paper, pencil and without supervision.

STANDARDS:

1.
PERFORMANCE.  Correctly prepare and operate a SINCGARS NON-ICOM radio set as a net member in a secure frequency hopping net IAW performance measures 1 through 14 within one out of two attempts and within 30 minutes.

2.
PERFORMANCE-ORIENTED.  Demonstrate competency of the task skills and knowledge by correctly responding to 75 per cent of the multiple choice written practice exercise covering Lesson 1.

REFERENCES:

TM 11-5820-890-10-3, TM 11-5810-256-10, and TM 11-5810-256-OP-10.

1.
Situation: In a tactical environment you are required to provide secure radio communications from 1st Plt, Co A, 54th IN Bn, to the company CP.  You have been communicating successfully with your SINCGARS NON-ICOM radio set in the SC mode.  Due to increasing interference, which seems to be intentional, the NCS has directed the net to switch to Frequency Hopping (FH) operation.  You must prepare your SINCGARS NON-ICOM radio set for FH operation and operate in the net as a net member.

2.
As we discussed in subcourse SS-0754, Operate SINCGARS Secure Single Channel, VINSON communications security equipment is used to protect your FM voice communications from interception and deception.  Even though you have this protection in the SC mode your signals are still susceptible to interference, especially intentional interference (Jamming).  By using the Frequency Hopping mode the effects of interference can be reduced to a level that has little or no effect on your communications.  FH also affords protection from the enemy's efforts to use radio direction finding to locate your position.
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3.
Preparation of SINCGARS NON-ICOM for FH net member operation.


a.
Perform before PMCS.  Refer to Figure 3 and perform before operation PMCS on your equipment.


b.
Ensure your equipment is set for SC operation; FCTN - LD MODE - SC, CHAN - MAN, to load a single channel frequency.


c.
Load the MAN frequency.  Refer to your SOI to find the MAN frequency.  Load the frequency into the RT using single channel loading procedures.


d.
Load the COMSEC TEK.  Using the KYK-13 load the TEK into the KY-57.  Loading procedures are the same as we used in SC operation.


e.
Load the TSK into the RT.  The TRANSEC (TSK) is necessary to establish a hopping pattern.  It must be loaded into the RT in order to operate frequency hopping.  To load the FH data we will use the SINCGARS fill device, MX-10579.  Its controls and functions are the same as the KYK-13, it does however have more fill capacity, (2 TSKs and 15 fill positions for hopsets).


(1)
Connect the MX-10579 to the RT AUDIO FILL connector using the fill cable.  If a fill cable is not available it can be connected directly.


(2)
Set the MX-10579 SELECT switch to the position which contains the TSK you are to load, (T1 or T2), and the FUNCTION switch to ON.


(3)
Set the RT FCTN switch to LD-V, it must be in this position to load the TRANSEC and will load only the TRANSEC in this position.  Set the MODE switch to FH, the only time the TRANSEC is loaded is for use in FH operation.


(4)
Press the keyboard H.Ld/O button.  The TRANSEC will be entered into permanent memory automatically, you do not have to take any other action.  As it is being loaded the display will cycle through "LOAd", "Sto t" and "Cold" if your CHAN switch is at MAN.  If the CHAN switch is in any other position the display will show Fill and the channel number instead of "Cold".


(5)
Set the RT FCTN switch to LD so that you can receive the ERF when the NCS sends it.  You can receive transmissions with the FCTN switch in the LD position.


(6)
Turn the MX-10579 function switch to OFF and disconnect the fill cable from the RT and the MX-10579.
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f.
Standby on the MAN channel for the NCS to contact the net and perform a Cold Start net opening.


(1)
Make sure your RT is set to these positions so that you can receive the ERF from the NCS: FCTN to LD, the data the NCS sends you will be loaded into the RT holding memory.  MODE to FH, the RT must be in the FH mode to receive FH data.  The FH/M position is used only by the NCS.  Set the CHAN to MAN, the NCS will conduct the net opening on that frequency.


(2)
Wait for the NCS to call the net.  Use only authorized radio telephone procedures when transmitting.

WARNING

ELECTRONIC WARFARE THREAT

DO NOT MAKE ANY UNNECESSARY TRANSMISSIONS.  THE RADIO SET IS OPERATING ON A SINGLE FREQUENCY AND IS VULNERABLE TO ENEMY DIRECTION FINDING (RDF).  THE IDEA IS FOR EVERYONE TO OPERATE AS A TEAM.  EACH STATION WILL ANSWER IN SEQUENCE WITHOUT DELAY.


(3)
NCS establishes communications on the MAN CHAN.



NET C/S THIS IS NCS C/S OVER


(4)
Net members answer in sequence.



NCS C/S THIS IS lST NM OVER



NCS C/S THIS IS 2ND NM OVER



NCS C/S THIS IS 3RD NM OVER


(5)
When all net members have answered the NCS will direct:



NET C/S THIS IS NCS C/S - STANDBY FOR ERF - STORE



IN 1 - MEET ME ON 1 - OUT

NOTE

When the NCS terminates his transmission with OUT it is imperative that all net members refrain from transmitting.  Any transmission on the MAN frequency at this time would interfere with the NCS's ERF and the NET would be disrupted.
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(6)
NCS ERFs.  The NCS sends the FH data to all net members at the same time by means of an Electronic Remote Fill (ERF).  This method ensures that all stations in the net will have the same FH data.


(7)
When your RT receives the ERF from the NCS your display will show HFnnn.  H indicates that the data is in holding (working) memory, F indicates the data is a hopset (Frequency data), and the three digits are the Net ID.  Remember, all stations must have identical data to communicate in the FH mode.


(8)
Store the FH data in permanent memory.  To store the data in permanent memory press the keyboard Sto/ENT button, the display will show Sto ___.  Press the keyboard figure button which corresponds to the position the NCS directed, the display will blink and the hopset will be stored in permanent memory.  Now when you set the CHAN switch to a numbered position or the frequency button is pressed while it is in a numbered position the display will show the Net ID (Fnnn).


(9)
The NCS will now establish communications on Channel 1 in the FH mode.  Set the CHAN switch to position 1 and FCTN switch to SQ ON and wait for the NCS to contact the net.  Radio procedures may vary according to your unit SOP.



NET C/S THIS IS NCS C/S OVER



NCS C/S THIS IS 1ST NM C/S OVER



NCS C/S THIS IS 2ND NM C/S OVER



NCS C/S THIS IS 3RD NM C/S OVER



NET C/S THIS IS NCS C/S ROGER OUT

NOTE

When the NCS says ROGER OUT the net is open and communications can take place.  The NCS opens the net when all net members have responded.  If any station does not answer the NCS will direct the net to standby and go back to the MANUAL channel and establish communications with the missing stations and repeat Cold Start procedures.  When all the net members are communicating on channel 1 the NCS will open the net.  You will now be able to communicate with the other net members.


g.
If you are unable to respond to a net opening or lose communications at any time you will have to request a Cold Start from the NCS.  This procedure can also be used to enter a net other than your own.  This procedure is called a CUE Net Entry.

4


(1)
Load the CUE frequency.  Look in the SOI and obtain the CUE frequency.  This is a single channel frequency and will be loaded into the RT CUE channel using single channel frequency loading procedures.  Your MODE switch must be in SC and the FCTN switch in LD to load the CUE frequency.  CUE frequency should be loaded only when it is needed.


(2)
To CUE the net, set your RT controls to; FCTN - LD, RF - HI (manpack) PA (vehicular), CHAN - CUE, and MODE - SC.


(3)
Turn the KY-57 to OFF, press the handset PTT for 4-6 seconds, turn the KY-57 ON and press the PTT to clear the alarm.  When the NCS RT receives the CUE signal the display will show "CUE" alerting the NCS that you are attempting to contact the net.


(4)
If someone is transmitting in the FH mode your CUE will not be received.  If the NCS does not answer within 30 seconds, repeat the CUE procedure.  Continue to repeat the CUE procedures every 30 seconds until the NCS responds.



UNKNOWN STATION THIS IS NCS C/S - OVER



NCS C/S THIS IS YOUR C/S - REPORTING INTO THE NET - OVER



YOUR C/S THIS IS NCS C/S - MEET ME ON MANUAL CHANNEL - OUT

NOTE

The NCS knows that you CUEd the net because you need a Cold Start.  Therefore no other instructions are necessary.  You will automatically set your RT controls to receive an ERF from the NCS.


(5)
The NCS will contact you on the MAN CHAN and conduct a normal Cold Start net opening.


g.
Respond to Close Down.  The NCS will direct the net to close when there is no further need for communications.  Each net member must respond to the directive.  Monitor the net until ALL net members have responded.



NET C/S THIS IS NCS C/S - CLOSE DOWN - OVER



NCS C/S THIS IS 1ST NM C/S - ROGER - OUT



NCS C/S THIS IS 2ND NM C/S - ROGER - OUT



NCS C/S THIS IS 3RD NM C/S - ROGER - OUT


h.
Close down and perform PMCS.
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(1)
Zeroize the KY-57 and turn it off.


(2)
Check battery life condition on manpack, write it down so you can record it on the battery later.


(3)
Initiate RT self test, FCTN switch to TST, observe display.  Set the RT FCTN switch to Z-A, wait for the display to show "Good".  Set the FCTN to STW.


(4)
Disassemble manpack or turn off CB1 on vehicular radio set.


(5)
Annotate DA Form 2404.

This concludes your FH net member training.
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LESSON 1

PRACTICE EXERCISE

PERFORMANCE - (HANDS-ON W/EQUIPMENT)

LO1:

Operate SINCGARS NON-ICOM Frequency Hopping (Net Member)

TASK:
Operate SINCGARS NON-ICOM Frequency Hopping (Net Member)

CONDITIONS:
Given a SINCGARS NON-ICOM radio set installed w/KY-57, MX-10579 w/FH data, KYK-13 w/TEK, extract of unit SOI, Lesson 1 material and a qualified SOJT monitor.

STANDARDS:
Correctly load FH data into the RT and TEK into the KY-57, respond to a Cold Start net opening and receive the ERF from the NCS, store the FH data in permanent memory, perform CUE procedures to receive an ERF from the NCS, and perform appropriate PMCS, within one out of two attempts and within 30 minutes.

INSTRUCTIONS:

When you feel you are ready to perform the hands-on practice exercise for this lesson, inform your SOJT monitor.  You are reminded not to attempt to perform the task without the assistance of an SOJT monitor.
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PRACTICE EXERCISE (con't)

PERFORMANCE (HANDS-ON W/EQUIPMENT)
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LESSON 1

PRACTICE EXERCISE

PERFORMANCE ORIENTED (WRITTEN)

LO1
Operate SINCGARS NON-ICOM FH Net Member

TASK:
Prepare and Operate SINCGARS NON-ICOM FH Net Member.

CONDITIONS:
Given Lesson 1 material, paper, pencil and without supervision.

STANDARDS:
Demonstrate competency of the skills and knowledge of the task by correctly responding to 75 percent of the practice exercise written examination covering Operate SINCGARS FH Net Member.

INSTRUCTIONS:

In each of the following test items, select the one answer that BEST completes the statement or answers the question.  Indicate your response by circling the correct letter.

1.
To prepare your secure SINCGARS NON-ICOM radio set for FH net member operation you must load--


a.
CUE frequency.


b.
Hopset.


c.
MAN frequency.


d.
SC data.

2.
Where do you set the RT FCTN switch to load the TSK?


a.
LD.


b.
LD-V.


c.
TST.


d.
SQ ON.
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3.
Where do you connect the fill cable when loading the TSK?


a.
Fill connector on the KY-57.


b.
Data connector on the RT-1439.


c.
Fill connector on the KYK-13.


d.
Audio/fill connector on the RT-1439.

4.
What must you press to store the TSK in permanent memory?


a.
H.Ld.


b.
Sto ENT.


c.
H.Ld and Sto ENT.


d.
Sto ENT and channel number.

5.
Where do you set the RT FCTN switch to receive an ERF?


a.
LD-V.


b.
LD.


c.
REC.


d.
RXMT.

6.
You have lost communications.  What frequency will you use to contact the FH net?


a.
NRI.


b.
ALT.


c.
MAN.


d.
CUE.
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LESSON 2 Operate SINCGARS NON-ICOM Frequency Hopping (NCS)

TASK:
Operate SINCGARS NON-ICOM Frequency Hopping (NCS)

CONDITIONS:
1.
Performance: Given an installed SINCGARS NON-ICOM w/KY-57, MX-10579 w/TSK and hopset, KYK-13 w/TEK, extracts of TM 11-5820-890-10-3, TM 11-5810-256-10 and TM 11-5810-256-OP-2, pencil, grease pencil, DA Form 2404 and a qualified SOJT monitor.


2.
Performance Oriented: Given Lesson 2 material, pencil, paper and without supervision.

STANDARDS:
1.
Performance: Correctly prepare and operate a SINCGARS NON-ICOM radio set as the NCS in a secure Frequency Hopping net, IAW performance measures 1 through 13 within one out of two attempts and within 30 minutes.


2.
Performance Oriented: Demonstrate competency of the task skills and knowledge by correctly responding to 75 percent of the multiple choice written practice exercise examination covering Lesson 2.

References:

TM 11-5820-890-10-3, TM 11-5810-256-10, and TM 11-5810-256-OP-2.

1.
Situation.  You are to operate your SINCGARS NON-ICOM radio set in the 54th IN BN command operations net.  The net will be operating in the secure frequency hopping mode.  You will be the operator at the NCS.  You are required to establish the net and perform a Cold Start net opening.  Your radio set is installed in a secure configuration.  The net must be operating at 0830 and it is now 0800.

2.
Operating as the NCS using SINCGARS NON-ICOM radio systems is very similar to net member operation except instead of receiving the ERF and instructions you are sending and issuing them.  Remember you as the NCS have absolute authority in the operation of the net.  You will be responsible for establishing the net, and controlling the use of the net once it is in operation.  Traffic must flow without delay.
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3.
Installation and maintenance procedures are the same for NCS operation as for SC and FH net member.  In fact the only control that is set differently is the MODE switch.  In Lesson 1 we said that the FH/M was used only by the NCS.  This switch position allows the RT to control the other radio sets in the net.  The only other differences are in loading and operating functions.  The TEK, TSK and hopset you load are generic to all of the radio nets in the command (Bde).  In order to prevent interference between the unit nets you will change the Net ID of the hopset.  In order to operate all nets within the command without interfering with each other, each NCS will change the Net ID.  This changes the point (frequency) where the radio starts hopping causing different radios to hop on the frequency at a different time.  FH Sync Time is also necessary for FH operation.  It will be sent to the net members during Cold Start procedures.

4.
Preparation for FH NCS operation.


a.
Perform pre-mission checks.


b.
Load the TEK into the KY-57 using the same procedures we used in previous lessons.  The TEK is stored in the KYK-13.


c.
Load FH data into the RT using the MX-10579.  As the NCS you must load all of the FH data so you can send it to the net members during Cold Start procedures.


(1)
TRANSEC.  Load the TSK using the same procedures as were used in net member operation.  Connect and turn on the MX-10579, set the select switch to the position containing the TSK, press the H.Ld button.  The TSK will automatically be stored in permanent memory.  Remember to load a TSK the RT FCTN switch must be in LD-V and the MODE switch in FH.


(2)
Load the MAN and CUE frequencies.  Use SC loading procedures.  You will need the MAN frequency to ERF the net members and the CUE frequency in case someone needs to CUE you for a Cold Start later.


(3)
HOPSET.  To load the hopset, set the RT FCTN switch to LD, it will not load a hopset in LD/V.  If you attempt to load with the FCTN switch in the wrong position the display will show "Bad".  Set the MX-10579 select switch to the position containing the Hopset, and function switch to ON.  Press the H.Ld button on the RT keypad to load the hopset in holding memory.  Like the KYK-13, the MX-10579 may lose its fill if you press the initiate button when it is connected to the RT and turned on.  The hopset is not entered into permanent memory automatically, you must enter it from the keypad.  Press the Sto/ENT button, the display will show "Sto_".  Press the number button of the channel (1) you want the hopset stored in, the display will show "Sto 1" and blink.
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The hopset is now stored in Channel 1 permanent memory.  Turn the MX-10579 OFF and disconnect the fill cable from it and the RT.  Store the fill cable and the fill device in an appropriate place.


(4)
Change the Net ID.  Check your SOI for the proper Net ID for your net and enter it in your RT.


(a)
Set the RT controls - FCTN to LD, MODE to FH/M and CHAN to the position containing the hopset you are changing the ID of.


(b)
Press the FREQ button, display will show the generic Net ID, press CLR, this will erase the last two digits of the Net ID, press the number buttons for the last two digits of the Net ID listed in your SOI.  To enter the new Net ID in permanent memory press the Sto ENT button.


(5)
Set the CHAN switch to MAN in preparation for Cold Start procedures.


(6)
Load FH Sync Time.  The FH Sync Time consists of day, last two digits of the current Julian date, Figure 4, and hours and minutes, based on Zulu time.  The time standard is normally maintained by the Division Signal Office.  (Local SOP may vary).


(a)
Set the RT controls - FCTN to LD, MODE to FH/M, CHAN to MAN.  Press the TIME button, display shows 00, press the CLR button, display shows _, press the number buttons for the last two digits of the Julian date, press the Sto/ENT button to enter the date in permanent memory.  Press the TIME button again, the display will show 00 00.  Press the CLR button, the display will show _, press the number buttons for the hours and minutes for Zulu time.  Press the Sto/ENT button to start the clock running.  When you press the time button a third time the display will show running minutes and seconds.

5.
FH Net Operations.


a.
Perform a Cold Start net opening.  All net members should have the TSK loaded and be standing by on the MAN channel for you to perform a Cold Start.  They will not be able to hop until you send them the FH data by ERF.


(1)
Set the RT controls - FCTN to LD, you must retrieve the hopset from permanent memory into holding memory to send it.  MODE to FH/M, you are going to be the NCS.  CHAN to MAN, you will perform the net opening on the manual channel.


(2)
Turn on the KY-57 and clear the alarm.  Press the PTT to clear the KY-57 alarm test.
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(3)
Retrieve the hopset from permanent memory into holding memory.  Press the H.Ld and 1 buttons.  This will transfer a copy of the hopset you have in permanent memory into holding memory where it may be transmitted to net members by ERF.


(4)
Establish communications with the net.  Calls may be answered in alpha/numeric order or as directed by local SOP.


(a)
NET C/S THIS IS NCS C/S OVER



NCS C/S THIS IS 1ST NM C/S OVER



NCS C/S THIS IS 2ND NM C/S OVER



NCS C/S THIS IS 3RD NM C/S OVER



NET C/S THIS IS NCS C/S STANDBY FOR ERF



STORE IN 1 AND MEET ME ON 1 OUT


(5)
Press the SEND/OFST button.  Wait 10 seconds and press it again, wait 10 seconds and press SEND/OFST a third time.

NOTE

The purpose of sending the ERF three times is to ensure all net members receive it, this is of course not foolproof.  If the net member is not properly prepared to receive the ERF it will not go through.  This procedure will however give the net member radio operator time to realize the ERF was not received and to readjust the equipment.  This procedure can also be helpful when you are communicating at long distances or when there is interference due to atmospheric conditions or EW.


(6)
Set the CHAN switch to 1, FCTN to SQ ON and establish communications with the net.



NET C/S THIS IS NCS C/S OVER



NCS C/S THIS IS 1ST NM C/S OVER



NCS C/S THIS IS 2ND NM C/S OVER



NCS C/S THIS IS 3RD NM C/S OVER



NET C/S THIS IS NCS C/S ROGER OUT


(7)
Your FH net is now open.
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6.
Perform a CUE net entry.  You loaded the CUE frequency into your RT so any station whose RT is not loaded with your FH data can contact you to enter your net.  During a time when the net is idle "CUE" appears on your display.  You must answer the CUE and determine what the CUEing station wants.  Remember the net members do not have the CUE frequency loaded and will not receive the CUE signal.  If you leave the FH net temporarily to answer the CUE call you must inform the net.  Depending on local SOP you may have an alternate NCS answer the CUE call.


a.
Set the CHAN switch to CUE and respond to the CUE call.



UNKNOWN STATION THIS IS NCS C/S OVER



NCS C/S THIS IS CALLER C/S REPORTING INTO NET OVER



CALLER C/S THIS IS NCS C/S MEET ME ON MANUAL OUT


b.
Set CHAN to MAN and conduct a Cold Start procedure for the CUEing station.

7.
Stopping procedures.  When you have completed operations direct the net to close down.



NET C/S THIS IS NCS C/S CLOSE DOWN OVER



NCS C/S THIS IS 1ST NM C/S ROGER OUT



NCS C/S THIS IS 2ND NM C/S ROGER OUT



NCS C/S THIS IS 3RD NM C/S ROGER OUT


a.
If you are using a manpack radio set, check battery life condition and write it down.  You will need to record it on the battery when you remove it from the RT.


b.
Zeroize the KY-57 and turn it to OFF.


c.
Perform after operation PMCS.  Set the RT FCTN switch to TST and observe the display cycle it will show E   d, 88888 and Good.  Set the RT FCTN switch to ZA, the display will show Good, all data except battery life condition will be zeroized.  Set the FCTN switch to STW to zero battery life condition and conserve battery life.


d.
Turn the CB1 switch to OFF on vehicular configurations or disassemble the manpack.


e.
Annotate the DA Form 2404.
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You have completed the training on SINCGARS FH NCS operation.  Practice these procedures until you are ready for the end of lesson practice exercise.
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LESSON 2

PRACTICE EXERCISE

PERFORMANCE (HANDS-ON W/EQUIPMENT)

LO2:
Operate SINCGARS NON-ICOM Frequency Hopping (NCS)

TASK:
Operate SINCGARS NON-ICOM Frequency Hopping (NCS).

CONDITIONS:
Given a SINCGARS NON-ICOM radio set installed.  w/KY-57, MX-10579 w/FH data, KYK-13 w/TEK, extract of unit SOI, Lesson 2 material and a qualified SOJT monitor.

STANDARDS:
Correctly load NCS FH data into the RT and the TEK into the KY-57, perform Cold Start procedures to establish the Net Frequency Hopping, respond to and process a CUE call, and perform appropriate PMCS, within one out of two attempts and within 30 minutes.

INSTRUCTIONS:

When you feel you are ready to perform the hands-on practice exercise for this lesson, notify you SOJT monitor.  You are reminded not to attempt to perform the task without the assistance of an SOJT monitor.
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PRACTICE EXERCISE (con't)

PERFORMANCE (HANDS-ON W/EQUIPMENT)
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LESSON 2

PRACTICE EXERCISE

PERFORMANCE ORIENTED (WRITTEN)

LO2:
Operate SINCGARS NON-ICOM Frequency Hopping (NCS)

TASK:
Operate SINCGARS NON-ICOM Frequency Hopping (NCS).

CONDITIONS:
Given Lesson 2 materials, pencil, paper and without supervision.

STANDARDS:
Demonstrate competency of the task skills and knowledge by correctly responding to 75 percent of the written test items on the practice exercise examination covering Lesson 2.

INSTRUCTIONS:

In each of the test items select the one answer that BEST completes the statement or answers the question.  Record your response by circling the appropriate letter.

1.
To load the CUE frequency you must set the RT to --


a.
FH, LD and CUE.


b.
FH/M, LD and CUE.


c.
SC, LD and CUE.


d.
SC, LD/V and CUE.

2.
Where do the net members get the FH Sync Time?


a.
Division Signal Office.


b.
From the NCS during Cold Start procedures.


c.
Net members do not need the FH Sync Time.


d.
It is loaded into the RT along with the TSK.
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3.
To load the TSK you must --


a.
set the FCTN switch to LD.


b.
use the KYK-13.


c.
set the MODE switch to SC.


d.
use the MX-10579.

4.
The hopset that you load into your RT --


a.
is common to all the nets within your unit.


b.
is a list of frequencies for the radio set to hop on.


c.
must have the NET ID changed.


d.
All of the above.

5.
To conduct normal FH operations the FCTN switch is set to --


a.
SQ ON.


b.
FH.


c.
SQ OFF.


d.
LD.

6.
What keypad button do you press to transmit the ERF during Cold Start?


a.
Sto/ENT.


b.
PTT on handset.


c.
SEND/OFST.


d.
CLR.
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ANSWERS TO PRACTICE EXERCISES

(PERFORMANCE-ORIENTED WRITTEN)
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US ARMY SIGNAL CENTER AND FORT GORDON

FORT GORDON, GEORGIA 30905

PERFORMANCE (HANDS-ON W/EQUIPMENT)


Date:   31 December 1990  
SUBCOURSE NUMBER/TITLE:
SS 0755-A, Operate SINCGARS NON-ICOM Frequency Hopping Operations (31K)

CREDIT HOURS:
13

TERMINAL LEARNING OBJECTIVE

TASK:
Operate SINCGARS NON-ICOM Frequency Hopping

CONDITIONS:
Given a SINCGARS NON-ICOM radio set installed with KY-57, MX-10579 w/TSK and hopset, KYK-13 w/TEK, Lesson 1 and 2 materials, SOI extract, and a qualified SOJT monitor.

STANDARDS:
Correctly load and operate a secure SINCGARS NON-ICOM radio set as a net member and NCS IAW performance measures 1 through 25, within one out of two attempts and within 45 minutes.

INSTRUCTIONS:

When you feel you are ready to perform the hands-on end of subcourse examination notify your SOJT monitor.  You are reminded that you are not to attempt to perform the task without a qualified SOJT monitor.
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PRACTICE EXERCISE (con't)

PERFORMANCE (HANDS-ON W/EQUIPMENT)
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PRACTICE EXERCISE (con't)

PERFORMANCE (HANDS-ON W/EQUIPMENT)
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